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About Me

Christine N. Kieffer
» Senior Director, Investor Education
» Oversees Targeted Projects
* Investor Protection Campaign
* Military Financial Readiness Project
* National Financial Capability Study
» Co-Executive Producer, Trick$ of the Trade: Outsmarting
Investment Fraud
» Served as staff support on President’s Advisory Council
on Financial Capability
» Previously worked at Sallie Mae and NASDAQ
» Other? Mom to two boys
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FINRA & FINRA Foundation
Financial Industry Regulatory Authority (FINRA)

» Largest independent regulator for all securities firms doing
business in the United States

» Empowered by federal government

» Created through consolidation of NASD and NYSE
Regulation

» Regulation, enforcement, education
FINRA Investor Education Foundation

» Awards grants and manages targeted projects focused on
investor education and protection
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Major Research

» Off the Hook (2003) USDOJ/AARP

» Investor Fraud Study (2006) Consumer Fraud Research
Group, WISE Senior Services, FINRA Foundation

» Stolen Futures (2007) AARP Washington

» Fraud Risk Behavior Study (2007) FINRA Foundation,
AARP

» National Fraud Victim Study (2011) AARP Foundation

» Scams, Schemes and Swindles (2012) Stanford University
Financial Fraud Research Center

» Fraud Susceptibility Study (2013, forthcoming) FINRA
Foundation, Applied Research and Consulting
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Credits

» Doug Shadel, Director of AARP Washington,
Author Outsmarting the Scam Atrtists, Inside
the Con Man Mind, Weapons of Fraud

» Robert Cialdini, President of INFLUENCE
AT WORK (IAW), Regents’ Professor
Emeritus of Psychology and Marketing at
Arizona State University and New York
Times Bestselling Author Influence: Science
and Practice

» Other Leading Social Scientists
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The Con’s Playbook
What is the secret to scamming people

Get them “Under the Ether”

Source: AARP Washington, Shadel
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Key Emotions used by Cons

» Compassion — Messages that appeal to
the heart.

» Fear — Messages that scare us into action.

» Affinity/Social Acceptance — Messages
that appeal to the need for belonging.
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Fraud Weapon — Social Influence

» Scam pitches are tailored to the “hot buttons” of targets
» An investment fraud pitch is full of influence

Average # Total Tactics per Transcript

13.35

® Investment
Avg # Tactics O All Others

Analysis of hundreds of undercover fraud tapes for Off the Hook Again:
Understanding Why the Elderly Are Victimized by Economic Fraud Crimes (2006)
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Total Persuasion Tactics by Scam Type
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Iaunchmg MAJ
NATIONAL MARKETING
CAMPAIGNS around this
Mega market that is
already seeing sales of
over $3.5 billion annually
...5ee page 5

This patent-pending
product is now being
served in

restaurants in Australia!
...5ee page 7

This stock has the long-
term price potential o

..5ee page 17

$11.54 for a 1,439% gain

A $10,000 ground floor investment in
by this Fall as the fast food chains start lining up

could grow to $38,400

Are Not Just A Major Foot
—They Are Now A Mega
Investment Trend!

Food industry insiders know it...
and they're moving fast.

DON'T BE CAUGHT ON THE SIDEL
CHAINS LIKE STARBUCKS, MCD,
BURGER KING ARE THROWING

OF MILLIONS AT THE MARKET,
TO MAKE BILLIONS!

Analyst Projections
Ticker:

Company:

Current Price; $0.75
Short-Term (1-6 Months): $2 B9
Near-Term (7-12 Month) Target: §5.77
Long Term (12-18 Months) Target: §11.54

a fop Weasons
’ You Should Eerct The Best

A Potential 285% Before Fall Is Over and
Up to 1,439% in the Next 18 Months

With 24% 1 year growth, smoothies arc one of the
new food trends that checks all the boxes... a snack,
health food, a whole Tight meal, treat, good as a salad.

Unil now, the only way a restaurant could serve a
natural fruic smoothie was to blend fresh fruic, ice,
juice and yogurt from scratch

And that just didn’t work in a burger joint or
sandwich shop, Especially not if the ice machine was
an the customer side of the counter.

No Ice = No Smoothie

With almost zero adjustment to their counter space,
any restaurant can add to blend
smoothies to the menu| n even create
restaurant/ chain specific fruit/favor profiles that the
restaurant can private label as cheir own.

What's in the

? i

ag’ t
“Smoo” Smoothie
packet includes -

¥ Real fruit frozen at peak ripeness
' Clean, pure ice

+ Low-fat yogurt

v Low fac sorbet (dairy free flavors)
V Frozen juice

g Real fruit pieces

Throw in a blender, add water. Serve
every st drop... no waste.
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Persuasion Literacy

Victims Show Higher Interest in Con Statements

©2013 FINRA Foundation. All rights reserved.

Con Man Statement AARP (2007) AARP Foundation (2008)
GP Victims GP Victims

There is no way to lose on this 10.28% 12.40% 20.27% 28.08%

investment- it is fully guaranteed. . . . .

This is an opportunity to get in on * * 14.86% 23.97%

the ground floor of a company about ! :

to roll out a revolutionary new

technology

The lowest return you could possibly 13.89% 20.00% 29.25% 36.81%

get on this investment is 50% . . . .

annually, but most investors are

making upwards of 110% a year.

This investment made hundreds of 7.87% 11.57% 14.29% 26.71%

people extremely wealthy ' ' ' '

Combined Scores 10.67% 14.64% 19.66% 28.87%
NATIONAL V
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Persuasion Tactics
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Phantom Riches — Dangling the prospect of
wealth; something you want but can’t have.

“300% in the next 90 days. It’s opportunity
knocking. We have a well that is coming in
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/~ Red Flag Rule—Phantom Riches

Take some time to assess how you are
reacting to images of phantom riches. If you
feel your heart starting to pound faster or
your emotional state heightened...
WATCH OUT!
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Persuasion Tactics

Source Credibility — It is better to deal with
credible people or individuals in positions of
authority.

“I am a senior vice president here with an
MBA and certified to deal with seniors and |
believe this is exactly the right product for
you.”
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/~ Red Flag Rule—Source Credibility

SaveAndInvest@
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Credibility can be faked. Check out the actual
qualifications of the source of information. If
the source is not an expert on the product
being promoted or the claims cannot be
independently verified...

WATCH OUT!

&
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Investment Broker you can
rest assured your money is
in good hands.”
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Investment Broker, you car.
rest assured youi 111oney is
in good hands.”

Persuasion Tactics

Social Consensus — If everybody wants it, it
must be good.

“With gas prices soaring, everyone is
demanding alternative sources of energy.”
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/~ Red Flag Rule—Social Consensus

Think about whether YOU are interested in the
product. If a sales presentation focuses on how
many others have bought the product or how
there is a line running around the block...
WATCH OUT!
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Persuasion Tactics

Reciprocity — Doing a small favor in return for
a big favor.
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/~ Red Flag Rule—Reciprocity

If someone does a small favor for you like
offers you a free lunch, book or video, don’t
automatically do a BIG favor for them.
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Persuasion Tactics

Scarcity — If something is rare or scarce, it
must be more valuable.

“This offer is good for today and today only.
We’ve got to move now if you want in on this
deal.”

NATIONAL
CRIME
PREVENTION
COUNCIL

SaveAndlmest@

©2013 FINRA Foundation. All rights reserved.

&

nvestor Education
FOUNDATION

FInra’

12



NCPC Webinar FINRA Investor Education Foundation
The Psychology of a Scam Christine N. Kieffer
June 19, 2013 christine.kieffer@finra.org

/~ Red Flag Rule—Scarcity

Take some time to evaluate the offer. If a
sales person tells you there is a limited time
in which you can decide to buy or that there

are only a limited number of items left...

WATCH OUT!
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Acme Oil Development - Pitch

I don’t know about you but that’s the type of investment that | want to be
involved in. And again, | can back up the returns from the state of Texas.
The governing body of the oil and gas industry in Texas is known as the

Texas Railroad Commission. | can validate everything that | am explaining
to you through the state of Texas.

= Phantom Riches Social Consensus

——— Reciprocity
== Source Credibility =~ ======= Scarcity
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Acme Oil Development (Cont.)

“The area we’re in has been talked about in every major newspaper from
coast to coast: The Washington Post, the New York Times, the Wall
Street Journal. It's been on MSNBC, it’s been on Dateline. The area has
been talked about on 60 Minutes, Greenspan’s talked about the area,

month from the wells they’'ve done with me. And to be real frank with
you, that’s where | want to get you. We can start by getting you to where
you are doing $8-9,000 a month. Sure that's a great return, but in order
for you to be able to go on vacation whenever you decide to go or to get
on a plane and flip a quarter where you are going to go today, you need
to have $15-20,000 a month coming in, sitting in your mailbox when you
come home.”

= Phantom Riches ~ Social Consensus ————= Reciprocity
s Source Credibility =~ ======= Scarcity

Acme Oil Development (Cont.)

What | can do for you is, through our relationship with the US Securities
and Exchange Commission, | can place a “hold” on a position for you,
meaning that no one else can buy that position so to speak. | can reserve
a half unit for you.”

=== Phantom Riches ~ Social Consensus ———— Reciprocity
Source Credibility === Scarcity

14
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Other Persuasion Tactics

» Profiling: Be wary of salesman that ask more questions
than they answer.

» Friendship: Appearing to be the victim’s friend to gain
trust.

» Comparison: Comparing sale price to an artificially high
comparison or anchor price.

» Commitment: Victim makes a commitment early on, then
the con uses it against them.
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Phantom Riches, Source Credibility,
Social Consensus, Reciprocity, Scarcity
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The Cons Agree

Jim Vitale
Convicted Con Criminal P

The Cons Agree

» Victims get excited easily and act on impulse.

» Victims don’t ask questions, they answer
guestions.

» Victims don’t read information, they rely on the
salesman to tell them what it says.

» Victims aren’t looking for why an offer is a scam;
they are looking for why it will make them money.

Source: AARP Washington, Shadel
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Preventing Fraud — Ask and Check

» Those who counter-argue and actively question a
communication are less persuaded

» Interviews of cons reveal that they do not like to be
guestioned

» Ask and check the registration status of the
professional and investment.

» ASK if they are licensed to sell the investment and if the
product is registered

» CHECK that they are licensed and the product is
registered — SaveAndInvest.org or (888) 295-7422
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Before You Invest, Ask and Check

www.SaveAndInvest.org/FraudCenter

4. | Financia Contral Save for Protect Financia ]
SaveAndinves A o0

PROTECT YOUR MONEY

Pro— » Ask and Check

Ask and Check > If a salesperson is trying to sell you an investment. ask the right questions and check them out by following these
steps

Identity Theft

Alerts

Check Out the Seller Know What to Say When a Con Calls You
Reportia:Problem 33 Before you work with a broker of  You can outsmart the cons Watch this short video (3 min. 10 sec ) to see the

other financial salesperson: wirong way—and right way—to handle a sales call fram a fraudster. Remember,
de s
: ]
Check Out the ; y 4
Investment: {

©2012 FINRA Foundation. Al rights reserved.
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Check Professional Reqistration

FINRA BrokerCheck Results
FII'III'EY

Aniket Dt |

soun cor QD
CRO# 11111

Curantly pmpioynd by s regisssers wih the following FINRA Femisk:
SECHURITIES PR &
33N ST

Fagistered with this frm snce: 1193905

rt Summary for this Broker
Thid sajuet maresiuary phisabi i v ol the lesiear's prsbeaasssal ackgpooare asil carebict. Adkbdiarsal wfarmaban 2 e baured o e Sedied s

Broker Qualifications

This beuker In toghesred with

« 1 Sat-Ragulatary Crganization
10U5 stes and lemiones

Disclosure Events &

15 s biker cumently Suspended af inacive with any feguikitor? Ne

Gl Dietwled Repart

Thin bersker hos pansesd- ;

« O PrincipabSupenasory Exams The foll et il dincionumy wemn mposied:
« 1 General IndustrgProduct Exam pocss i huo

« 1 3¢ Seculibies Law Exam il Evere.

Registration History

s troker with FINRA

DUSChSIFe Evants SIe Cerain crmmmngd Inalters: regulatnry ackomns. Chil judical proceedings.
custamar complsrts, arbaations, o cil [dgations, amploymart
rafes i which e biokier has Deen involved

Are there events distosed about Tes broker? Yes

terminations and Srancial

SECUBITIES FIRM B
CROS ES5555

888-295-7422

Professional Designations

FiNnra y

Investors

|| | Protect Yourself || Smart Investing | | Market Data

Investors = Tools & Calculators = Professional Designations

ignati Understanding Profi | Designations

F i Di

Designations Lookup

Designations List

Accredited Designations a way for you to confirm who holds the credential.

FINRA Home | About FINRA | Newsroom Search

Use this tool to decode the letters that sometimes follow a financial professional's name. You can
also see whether the issuing organization requires continuing education, takes complaints or has

Tools & Calculators | Contacts | Subscriptions

Rules and Resources N N "
Selecting Your Investment Look up financial designations
Professional

Disclaimer and Submissions

Find out what abbreviations mean and compare designations

A does NOT pprove or endorse any professions!

©2011 FINRA Foundation. All rights reserved.

18



NCPC Webinar

The Psychology of a Scam

June 19, 2013

FINRA Investor Education Foundation
Christine N. Kieffer
christine.kieffer@finra.org

Become a Fraud Fighter

File a tip with
regulators

Share the DVD
and materials
with others ™\

Be a fraud fighter.
Get informed—

and get involved. s
i

~ Sign up for the
e-newsletter!

|__— Ask
and
Check
-
NATIONAL
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Before You Invest,

Ask and Check
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SaveAndInvest.org

Contact: Christine Kieffer
christine.kieffer@finra.org or (202) 728-6970
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Jim Vitale
Convicted Con Criminal
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